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Your complete defence against mobile threats

In the evolving arena of digital transformation and hybrid working models, the

accessibility of sensitive data on mobile devices invites new security challenges.

PROTECT: C8 Mobile Protect is a Continent 8 managed service, utilising Corrata’s unique
technology, that strengthens mobile endpoints against contemporary security threats,
ensuring safe access to corporate data while respecting personal usage. The service
integrates seamlessly with existing web and device management policies, striking a

balance between organisational security and user privacy.

PREVENT: C8 Mobile Protect delivers customised defences against mobile specific social
engineering, including MFA circumvention, Phishing, Smishing, Vishing, and Quishing.
Complemented by simulated phishing exercises and behavioural training, the service
prepares employees to proactively counteract threats, enhancing the overall security

posture of the workforce.

Detect and disable malware

C8 Mobile Protect software operates discreetly, monitoring
for malware and isolating affected devices automatically. Its
advanced traffic inspection technology identifies and

neutralises threats within a device's IP communications.

Vulnerability management

C8 Mobile Protect constantly evaluates device security,
alerting users to perform updates, eliminate malicious
apps, or adjust settings. It enforces conditional access

policies, ensuring only secure devices access sensitive data.

Simulation

C8 Mobile Protect conducts simulations of phishing
attempts across email, voice calls, SMS, WhatsApp, and QR
codes. These simulations test and enhance the
organisation's defences, ensuring employees can detect

and report phishing attempts across various mediums.
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Block smishing attacks

85% of mobile phishing attacks happen beyond email. C8
Mobile Protect delivers immediate zero-day phishing
defense across SMS, email, WhatsApp, Teams, and all mobile

messaging and collaboration apps.

Protect Wi-Fi communications

C8 Mobile Protect safeguards against data interception by
validating encryption standards and website certificates,
blocking eavesdropping on Wi-Fi traffic and site

impersonation.

Training

Complementing simulations, C8 Mobile Protect offers
concise, targeted training modules. These sessions equip
employees with quick identification and response
strategies against phishing threats, reinforcing a secure

digital work culture.
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» 85% of all mobile phishing attacks happen beyond email
C8 Mobile Protect inspects over a thousand connection requests per device
per day searching for malicious links and suspicious traffic

* Extend your endpoint protection perimeter to mobile devices 10S and

Android

Our commitment

The innovative on-device network traffic analysis and web filtering capabilities of 'C8 Mobile Protect' set a new
benchmark for mobile security, with a staunch emphasis on user privacy and regulatory adherence, including
GDPR compliance. The service's adaptable nature exemplifies Continent 8's commitment to devising
comprehensive, cutting-edge security solutions that cater to the specific regulatory, policy, and cultural needs

of your company, thereby ensuring the protection of today's mobile-centric workforce.

Respect for employee privacy

C8 Mobile Protect offers a pioneering solution for mobile threat defence that prioritises employee privacy. Our
non-intrusive approach ensures device security without accessing location data or reading message contents,
and without requiring extensive permissions. This privacy-centric solution is fully GDPR compliant, setting a new

standard for respecting user privacy in security protocols.

Uncompromising user experience

C8 Mobile Protect discreetly operates in the background on employee devices, proactively defending against
cyber threats. Users are alerted to blocked sites and guided to resolve security issues. In the event of security
incidents, C8 automatically logs a ticket in the customer's support system and offers actionable playbooks to IT

personnel for swift resolution.

“’Corrata's solution not only provides unprecedented threat prevention but also addresses product
shortcomings in its main competitors."
Frost and Sullivan, Mobile Threat Defense Market Report, 2020
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